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Chapter 1 | What is disinformation?

Today, we encounter more information than ever before. We learn something about the world
almost every time we open social media, scroll through our smartphones, or talk with our friends
and family. Platforms like Facebook, YouTube, Twitter, Instagram, and TikTok allow us to share
news articles with friends and strangers around the world with the click of a button.

The internet is a great tool for sharing knowledge, but it comes with risks. A lot of the
information we encounter is untrustworthy. Some of it gets the facts wrong, and some of it lies to
us on purpose. Some of it has led to severe divisions and violence in our society. To make things
worse, most of the bad information we see in our daily lives is either mixed with true information
or designed to look believable.!

False and dangerous information is so widespread that almost everyone who uses social media
has seen it at some point in their life.> Most likely, you or someone you know has believed false
information and even shared it with friends. If we are not careful, we may have our perspective
of the world shaped by lies.

The three types of information

To understand how information can affect our lives in good and bad ways, we can identify three
types of information.

1. Disinformation is information that is intentionally false and created to harm individuals,
communities, or societies.® Disinformation often targets specific groups or individuals. It can be
racist, conspiratorial, or dangerous to public safety. It usually ignores the advice of experts,
scientists, and medical professionals.

Examples of disinformation include:

» false claims that 5G cellular networks are related to COVID-19, which has led people in
several countries to destroy 5G cellular towers,*

» false claims that methanol and ethanol cure COVID-19, which has led to over 2000 people
getting poisoned and almost 300 deaths,®

> false claims made that hydroxychloroquine® or household cleaning products’ can cure
COVID-19,

» false claims that COVID-19 was created in a laboratory in China or that it was created by the
American military,®

> false claims made by many people that COVID-19 is only as dangerous as the flu.®

2. Misinformation is information that is false, and it can be as dangerous as disinformation.
Unlike disinformation, misinformation is not intended to cause harm. Misinformation can often
look true even if it is not. Many of us have shared misinformation with friends and family
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because we want to help them. This is an honest mistake, but it can be avoided if we know how
to spot it.1

Examples of misinformation include:

» incorrect statistics about COVID-19 transmission and mortality rates,

» incorrect advice about mask use, social distancing, and handwashing,

> incorrect claims about “alternative” treatments for COVID-19, such as claims that certain
foods prevent the disease,!

» sensationalized news stories about panic buying at grocery stores.

3. True information is information that comes from reliable sources like public health experts,
scientists, medical professionals, and responsible journalists. This is information everyone can
trust. Finding and sharing true information can help you stay safe during the COVID-19
pandemic. It can also help slow the spread of disinformation.

Examples of true information:

» the most up-to-date research and recommendations about COVID-19 provided by global
health organizations like the United Nations or the World Health Organization,

» information provided by public health officials like Alberta Health Services and the
Government of Canada,

» information provided by reputable scientists, researchers, and medical professionals,

» information provided by legitimate media organizations, trusted journalists, and fact-
checkers.

A short history of disinformation

Today, it is not hard to find organizations that provide true information. However, the problem of
disinformation seems to be getting worse and worse. To understand the unique situation of
people in the twenty-first century, we must consider where disinformation comes from and why
it exists.

Disinformation has existed as long as humans have had ways to share information on a large
scale.* Disinformation has been used to influence the views of large groups of people, promote
violence and discrimination against marginalized groups, create disorder in society, and
encourage people to engage in extremist or unsafe behaviour.*®

Throughout history, disinformation has been spread by governments, religious groups,
conspiracy theorists, corporations, politicians, terrorist groups, and others.

Examples of disinformation throughout history include:

» government propaganda that portrays marginalized groups in a negative way—for example,
in the 1930s and 40s, the Nazis spread disinformation about Jews, which encouraged racist
stereotypes and violence,
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» cover-ups and lies by powerful organizations—for example, in the twentieth century,
cigarette companies lied about the harmful effects of smoking, which has led to increased
illness and death around the world,*

» popular conspiracy theories—for example, conspiracy groups who believe a “deep state”
controls the world often spread misleading information about political events.

Disinformation becomes more popular during major world events like elections, war, or health
crises. This could be because people like to have answers during difficult times, even if the
answers are not based on truth. It could also be because reality is too complex and difficult to
understand. Disinformation increases when people feel threatened or unsafe because bad actors
know we are more vulnerable to lies and misleading ideas.

Past events that came with a lot of disinformation include:

> epidemics and pandemics—for example, the influenza epidemic in the 1920s° and the AIDS
epidemic in the 1980s'® both generated a lot of “fake news” and false facts about the origins
and treatments of the illness,

» major world disasters—for example, many conspiracy websites and videos appeared after the
terrorist attacks against the United States on September 11, 2001,

» various significant political, scientific, and cultural events—for example, disinformation
often spreads after the death of high-profile politicians and celebrities,

» technological advancements—for example, microwaves, televisions, and cellphones have all
been blamed for human health problems.*®

In the past, tools like telegrams, telephones, and computers all changed the way we engage with
information and disinformation. Today, the internet is the most powerful tool we have for finding
and sharing information. The internet influences how we learn things. We scroll through
information much faster than we did in the past, which means we take less time to verify if it is
true or not. The internet also makes it easier for people to spread disinformation. For example,
bad actors can use social media to make their content go “viral.” This means that it spreads
quickly to many other users and is difficult to stop.

Researchers find that disinformation spreads faster through social media platforms like Twitter
than it does through older kinds of media like newspapers and television.'® Everyone who uses
social media has seen a misleading article or “meme” at least once. Recently, disinformation has
been spread by “bots,” which are computer programs created to spread false information. For
example, bots can create fake social media accounts.?® Bots can also leave comments on videos
or other social media posts. These comments often contain disinformation or hurtful language.
Researchers think around 45% of the Twitter accounts that talk about COVID-19 are controlled
by bots.?!

Another reason why the internet has changed the way we learn is that most of us tend to see
information we already agree with. Platforms like Facebook and Twitter use complex algorithms
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that influence our news feed and advertisements.?? These algorithms are designed to filter out
content we do not like and give us more content we do like.?® Social media also lets users filter
their own content. This makes it easier for people to find perspectives similar to theirs, even if it
means finding disinformation.?* Because of this, some people say we are living in “social media
bubbles” or “echo chambers.” This is especially a problem for young people because they get
more of their information from social media on average.?

What is the purpose of disinformation?

Information always exists for a reason. For example, true information exists to provide society
with accurate and up-to-date details about COVID-19, including transmission rates and rules to
keep our communities safe. True information is shared by health officials and experts.

Disinformation also exists for a reason. However, it is not designed to keep us safe.
Disinformation usually exists to:2

influence people to support an individual, group, or idea,

influence people to oppose an individual, group, or idea,

produce a strong emotional response toward an individual, group, or idea,
exaggerate the seriousness of a particular event or statement,

create doubt or confusion around current and past events.

VVVVYVYY

There are many reasons why someone would create and share disinformation. Common reasons
include:?’

to make money,

to promote a politician or political idea,

to lower trust in the government, media, or science,

to blame a person or organization for a bad event,

to create divisions in society or damage democracy,

to create confusion around the COVID-19 pandemic and prevent professionals from dealing
with the threat of the virus.

VVVVVY

There are also less severe reasons why someone would share disinformation. For example,
someone might create shocking or controversial content because they want attention. Someone
might also create disinformation as a joke.?® Others might enjoy being part of an online
community, even if the community is based on disinformation. These reasons for spreading
disinformation are not always malicious, but they can still be dangerous.

Who is influenced by disinformation?

Ultimately, everyone can be influenced by disinformation, regardless of your age, beliefs,
education, or political opinions. Disinformation spreads across media platforms, languages, and
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cultural communities. However, researchers found a few factors that influence how likely you
are to be influenced by disinformation.

Here is what researchers found:

» people who distrust science, media, or government are more likely to be influenced by
disinformation,?® while people who trust science are less likely to believe disinformation,*

> people who distrust “experts” are more likely to be influenced by disinformation,3!

» people who support political and cultural leaders who frequently spread disinformation are
more likely to believe that disinformation,2

» people who already believe one piece of disinformation are more likely to believe other
pieces of disinformation.?

Researchers also studied disinformation about COVID-19. Here is what they found:

> people who get information about COVID-19 on social media are more likely to believe false
information than people who get their information from other sources, like news articles and
television,®*

» people who get information about COVID-19 from reputable media sources are less likely to
believe false information,*

> people with strong critical thinking skills and a good understanding of numbers and statistics
are less likely to believe false information.3®

Disinformation also affects peoples’ responses to the pandemic. Researchers found that people
who consume a lot of disinformation are:

> less likely to follow public health guidelines like social distancing, mask-wearing, hygiene,
and self-isolating,®’

> less likely to get vaccinated or trust vaccine technology,

> less likely to look for true information about COVID-19,

» more likely to do things that increase the spread of COVID-19, like going to large
gatherings.®
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Chapter 2 | What is the infodemic?

COVID-19 changed the way we work, socialize, spend our spare time, and think about politics,
health, and science. Naturally, people around the world have big questions about the virus.
Where did it come from? How does it spread? How dangerous is it? Is the government making
the best decisions when it comes to handling the pandemic?

It is important to ask questions like this. Understanding the virus from various perspectives helps
us figure out the best way to respond to it. However, we also need to be careful because many
answers that we find in the media are based on misinformation and disinformation.

In September 2020, the World Health Organization and the United Nations declared that we are
living in an “infodemic.” An infodemic means an excess of information about COVID-19 both
online and offline, which makes it harder for society to deal with the pandemic.*® By using the
word “infodemic,” health experts are suggesting that COVID-19 is the first pandemic in history
that is deeply connected to technology and media use.*

The infodemic is strongly tied to the internet because most of us use the internet to get
information about COVID-19. In fact, internet use and media consumption have greatly
increased since the beginning of the pandemic. Researchers found that in the United States,
Brazil, the Philippines, South Africa, and China, around 95% of people started consuming more
news and social media content after the outbreak of COVID-19.%* Sometimes it is easy to spot
disinformation, but usually it is not. However, it is around us all the time. For example,
researchers found that almost 30% of the most popular YouTube videos about COVID-19
contained some misinformation or disinformation.*?

The infodemic is a public health threat. Disinformation about a public health crisis like COVID-
19 can be especially dangerous. The infodemic is already responsible for:

» encouraging people to ignore government restrictions, which increases the spread of the virus
and leads to more deaths,

» damaging the public’s trust in medicine, science, and health experts,*?

» making it easier for malicious actors to spread disinformation that promotes racism and
hatred in society,*

> fueling racist sentiment toward Chinese people and culture (see Chapters 6-8),%

» making it easier for corrupt governments, scammers, organized crime groups, racist extremist
groups, and terrorist groups to spread disinformation for their own gain,*®

» creating general disorder in the media, leaving the public confused and uninformed,

» causing divisions and arguments between groups in society who have different
understandings of the pandemic,

» creating confusion in the political sphere, preventing politicians from effectively responding
to COVID-109.
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The infodemic is also related to issues of inequality in our society (see Chapters 6-8). It is a fact
that COVID-19 is causing more harm to marginalized communities. For example, in the United
States, Black and Hispanic communities are more likely to get infected and die from COVID-19
than other groups.*’ In Canada, Asian Canadians, Black Canadians, and Indigenous people*®
have experienced discrimination because of disinformation about the origins and effects of
COVID-19. Therefore, in many instances, the COVID-19 pandemic and the infodemic can be
directly related to issues of discrimination and racism.

Organizations around the world are working to fight the disinformation (see Chapter 4), but the
infodemic may not be over anytime soon.

Common themes in the COVID-19 infodemic
Here are some of the most common types of disinformation to emerge from the infodemic.
1. Disinformation about the origins of COVID-19

Since the beginning of the pandemic, there has been a lot of disinformation about where the virus
comes from. For example:

> in Canada, the United States, the Philippines, India, and elsewhere, many people on social
media said that the virus was intentionally made in China;* in China and Russia, many
people said that the virus was intentionally made in the United States,*

» around the world, disinformation claimed that 5G cellular towers are somehow related to
COVID-19.%

Claims like this not true. Most scientists agree that COVID-19 started in an animal species and
was first detected in Wuhan, China.>? Scientists are still researching more about the origins of
COVID-19.

2. Disinformation about COVID-19 transmission

In many countries, there is disinformation that mischaracterizes the way COVID-19 is
transmitted. Sometimes, disinformation denies that COVID-19 can be transmitted at all. Other
disinformation provides false or misleading details about where COVID-19 is spreading and
why. For example:

» in Taiwan, false information on social media suggested that the rates of COVID-19 infection
were much higher in certain areas than they were,*

» in Canada, disinformation was spread on Facebook saying that COVID-19 is frequently
transmitted through shoes,>*

» in India, disinformation on WhatsApp provided fake statistics about transmission and
mortality rates in the country.>®
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The best way to learn how COVID-19 is transmitted is to go to scientific and medical sources.
These sources have the most up-to-date research on the virus. Good sources include the World
Health Organization, the United Nations, or local sources such as Alberta Health Services.

3. Disinformation about the severity of COVID-19

A lot of disinformation on social media encourages people to not take the virus seriously. For
example:

» across the world, misleading sources claim that COVID-19 is no more dangerous than the
flu,®

» in June 2020, a popular post on Facebook contained incorrect information about the mortality
rate of COVID-19—this post skewed official information from the American Centre for
Disease Control (CDC).*’

In reality, COVID-19 is a severe risk to public safety. COVID-19 is related to the flu (they are
both coronaviruses), and the viruses can cause similar symptoms. However, COVID-19 has a
much higher mortality rate. This is because people have no pre-existing immunity to COVID-19
and because COVID-19 often causes more severe health problems than the flu.%®

4. Disinformation about COVID-19 vaccines

COVID-19 vaccines are now available to the public in some parts of the world. However,
disinformation about vaccines is also widespread. Much of this disinformation is linked to
conspiracy theories and disinformation about vaccines that predates COVID-19. For example:

» many fake or misleading stories on social media claim that COVID-19 vaccines cause a
variety of health issues®® or alter your DNA,®°

» many anti-vaccine groups on social media spread misleading information about the effects of
vaccines, which lowers public trust in medical technology.5!

In reality, vaccines have been used to fight diseases since the nineteenth century.®? As long as
there have been vaccines, there has been disinformation about vaccines, which is eventually
debunked. Today, vaccines used on humans have all been rigorously tested by scientists and
researchers.

5. Fake cures and treatments for COVID-19

There are many fake cures and treatments for COVID-19 promoted on social media. These
“cures” are never grounded in reputable science. For example:

» early in the pandemic, many posts on social media said that hot air or hot temperature can
defeat the virus,®*
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> in the United States, politicians and untrustworthy news sources said that the drug
hydroxychloroquine is an effective treatment against COVID-19 (this claim was quickly
debunked),®®

» around the world, posts on social media said that a variety of common household items—
including garlic, alcohol, and bleach—can cure COVID-19.%¢

6. Disinformation about social distancing

Much disinformation tries to cast doubt on the importance of social distancing. Some people
believe social distancing in schools, workplaces, and social gatherings is causing more harm than
good. Often, these ideas are inspired by disinformation. For example:

» some media outlets in the United States incorrectly said that there is no scientific basis for
social distancing,®’

» many posts on Twitter and elsewhere cast doubt on social distancing and other strategies to
slow the spread of the virus.®

In fact, social distancing and lockdown measures have been well studied by researchers in regard
to COVID-19 and previous pandemics like the 1918 Influenza.®®

7. Disinformation that discredits health authorities and scientists

A lot of disinformation preys on peoples’ distrust of large institutions like governments,
universities, and health organizations. There are many reasons why someone would distrust these
institutions, but disinformation exploits this distrust by providing alternative claims that are
unfounded and dangerous. Some disinformation directly contradicts the claims of scientists and
medical experts.

One study found that almost 40% of disinformation about COVID-19 also contains misleading
information about important health organizations, government agencies, the World Health
Organization, or the United Nations.”

8. Disinformation involving celebrities and cultural influencers

Much disinformation involves celebrities and other figures who are in the public eye. Celebrities’
social media accounts have many followers, so disinformation shared by celebrities has a wide
reach. Conspiracy theorists also like to promote false information about celebrities. For example:

» some conspiracy theorists share disinformation on social media suggesting Bill Gates, the
founder of Microsoft, is involved in an evil plot involving COVID-19 vaccines,’

> there are many fake stories about celebrities contracting or dying from COVID-19,"2

» well-known celebrities, including Woody Harrelson, the British singer MIA, and a variety of
popular Instagram influencers, have been caught spreading disinformation about COVID-
19.7
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9. Disinformation about masks

In some parts of the internet, masks are a controversial issue.”* Some people believe masks are
not effective. This has led to real-life conflicts. For example, businesses and retailers are
occasionally harassed by customers who refuse to wear a mask.” These conflicts are fueled by
disinformation about masks.

Disinformation about masks includes:

» around the world, disinformation on social media suggested that people who wear masks are
more at risk than people who do not wear masks,’®

» in Mexico, Venezuela, Brazil, France, and many other countries, disinformation on social
media said that wearing masks can lower oxygen levels and even cause hypoxia.’’

In reality, masks have been used for a long time in many parts of the world to slow the spread of
viruses. Scientists are still researching how masks relate to the spread of COVID-19. Right now,
the World Health Organization and Alberta Health Services say that masks, social distancing,
and handwashing are the best ways for individuals to prevent the spread of COVID-19.7

10. COVID-19 disinformation used to fuel racism and discrimination

Researchers find that when disease rates increase, racial and religious discrimination often
increases as well.”® Disinformation about COVID-19 has been used to encourage racism around
the world. Much of this disinformation targets people of East Asian descent, including Asian
Canadians. Around the world, other marginalized groups have also been targeted by
disinformation during the pandemic including Muslims,®® Black people,®! Jews,® and refugees.®

Here are some examples of how COVID-19 has fueled discrimination:

» some American politicians and media outlets call COVID-19 the “Wuhan virus” or the
“China virus”8—these terms became popular on social media sites, leading to discrimination
against Asian people across the world, including in Canada,®

» disinformation around the world has blamed Muslims, Jews, and LGBTQ people for creating
or deliberately spreading COVID-19%—some of these claims sparked online attacks and
real-world violence against these communities.®”8

11. Information that ignores the impact of COVID-19 on marginalized communities

Studies show that race, ethnicity, and culture are tied to rates of transmission and death due to
COVID-19. In Canada, people who are part of a visible minority report more economic hardship
because of the virus than other groups.® Studies in Toronto show that COVID-19 spreads
quicker and causes more death in low-income neighbourhoods and neighbourhoods with a high
percentage of racial and ethnic minorities.®® Indigenous people in Canada experience some of the
highest levels of transmission in the country.®® In the United States, Black populations
experience significantly higher infection and mortality rates than other groups.®
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Therefore, information saying COVID-19 affects all groups equally is false or misleading. The
pandemic disproportionately hurts groups who have already experienced historical
discrimination and have less access to education and healthcare (see Chapters 6-8).

12. Disinformation about COVID-19 spread by scammers

The pandemic has increased fear and anxiety around the world. Many scammers take advantage
of these fears for their own gain. Often, scammers spread disinformation to trick people into
giving them money.

Common scams related to COVID-19 include:®

» disinformation about “miracle cures” for COVID-19,

» fake vaccines, test kits, and cleaning supplies to protect against COVID-19,

» fake charities spreading false information about COVID-19 to trick people into giving them
donation money.

13. Disinformation about COVID-19 involving political figures

Disinformation campaigns often involve politicians and powerful figures. Many politicians have
also been caught spreading disinformation for their own gain. Disinformation in politics is
dangerous because it prevents the government from responding effectively to COVID-19. It also
lowers the public’s trust in democracy.

Examples of political disinformation include:

» disinformation that spreads false details about politicians’ personal lives and conduct—for
example, a fake report in 2019 said that Justin Trudeau was fired from a previous job,*

» disinformation that takes politicians’ quotes out of context or invents quotes to damage the
politician’s reputation.

14. Misinformation about COVID-19 on traditional news platforms

Mainstream media sources, even if they are reputable, can still contain false information. When
the pandemic began, journalists needed to learn about COVID-19 very quickly. This led to early
errors in reporting. For example, many media outlets claimed that dolphins were sighted in
Venice, Italy because of the drop in tourism due to COVID-19. Later, we learned that was not
true.%

Likewise, most journalists are not medical experts. This means that they could spread inaccurate
scientific information about the virus, even if they are trying to be helpful.

If you are unsure about information you encounter in the news, it is a good idea to verify the
information using reputable health sources like the World Health Organization and Alberta
Health Services.
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Chapter 3 | How to recognize common forms of
disinformation

Now that we know disinformation about COVID-19 is widespread, we need to know how to
recognize it. This chapter looks at the most common forms of disinformation about COVID-19.
This list is not complete. Disinformation about COVID-19 is always evolving. However, there is
a good chance you have encountered some types of disinformation discussed in this chapter.

Disinformation is effective for a good reason. People are not being silly or gullible when they
believe disinformation. Some false claims can be easy to debunk, but a lot of disinformation is
created using advanced technology and strategies that make it hard to detect. Also, even poorly
disguised disinformation is dangerous when it taps into beliefs, fears, and political ideas that
people already have. For example, disinformation often depends on stereotypes, distrust of
institutions, or skepticism about medicine and science.

We should also keep in mind that a lot of disinformation contains some amount of truth. False
information often looks like trustworthy forms of information like new articles, photographs,
informational videos, and statistics. Researchers found that, in English-language media, almost
60% of disinformation contains some true information that is recontextualized or
misrepresented.®® Disinformation that is packaged with true information is more likely to be
shared on social media than disinformation that is completely made up.®’

For example, at the start of the pandemic, there was a lot of disinformation claiming that hot
baths, hot weather, hot peppers, and hot air can cure COVID-19. However, these claims were
based on the true fact that high temperatures can kill coronaviruses under some conditions.*® But
the temperature needed to kill the SARS-CoV-2 (the name of the virus that causes COVID-19) is
higher than anything humans can put in or around their bodies, and heat is not the most effective
way of killing the virus.®® Therefore, this is a case where one small piece of true information was
twisted into a lot of disinformation and dangerous advice.

Here are some popular forms of disinformation we might encounter in the infodemic:
1. Fake news

Nowadays, many of us know the term “fake news.” It is often used by politicians to discredit
media sources that challenge their political power and influence. However, these politicians are
not using the term correctly. According to professional journalists and researchers, “fake news”
simply means any news that is intentionally false and designed to mislead readers.*"

Fake news appears on various popular news websites. This is because some news websites have
low editorial standards and are not effective at fact-checking.’* Some news platforms are also
biased or unprofessional and do not take steps to counter fake news on their website.
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There are also entire websites and social media accounts dedicated to spreading fake news
stories. Anyone with internet access can create a fake news website using easy-to-use tools.%?
The goal of fake news articles, accounts, and websites is to spread their disinformation as far and
wide as possible.1%

2. Imposter content

Some disinformation is disguised to look similar to a trustworthy source. This is called “imposter
content.” Imposter content comes in many forms. For example, a scammer might create a fake
website or social media post that looks like it was made by a popular news outlet.}% Some
imposter content steals the logos and images from real news sources.

Imposter content might use a lot of statistics, images, and quotes from supposed “experts” to
make the source seem more credible. Imposter content might also use popular keywords (like
“COVID-19” or “vaccine”) to attract more people. Some imposter content also uses misleading
web addresses. For example, an imposter website may have a URL that looks similar to the
website it is trying to emulate.

Here are some examples of imposter content:

» in 2017, websites appeared that looked like real Quebec newspapers; however, these websites
were based in Ukraine, and the people who created them were tricking people into visiting
their websites,%®

» in 2019, a fake version of The Washington Post was created and distributed throughout
Washington, D.C., spreading disinformation about various political figures,

» since the COVID-19 pandemic began, tens of thousands of websites have been created that

contain keywords like “coronavirus,” “covid,” and “vaccine” (researchers found that around
90% of these websites were selling fake cures or being used to scam people).%’

3. Scams

Scammers are people who use tricks and lies to steal your money or personal information. The
popularity of scams has increased since the beginning of the pandemic because many of us are
working from home and using the internet more often. More and more scams are targeted at
younger people through social media platforms like YouTube and TikTok.®

Here are examples of scams that rely on disinformation:

> fake online stores or products claiming to prevent or cure COVID-19,%°
» scammers posing as charities, universities, government officials, or health officials, who give
misleading or false information to pressure you into giving them money or information. !

Many scammers also use a trick called “phishing” to get people to give away personal
information. Phishing is when scammers send you emails or social media messages pretending to
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be a reputable organization. The scammers can use this disguise to get you to send them credit
card details, passwords, and other information.

4. Articles and memes linked to conspiracy theories

There are many influential conspiracy theories online today. From a distance, conspiracy theories
can appear strange and cause people to do unusual things. However, the people and groups
supporting these theories often have complex reasons for believing them. Researchers find that
almost 50% of Canadians believe at least one conspiracy theory related to COVID-19.1! This
means that disinformation related to conspiracy theories is very popular on social media.

Here are examples of disinformation related to conspiracy theories:

» memes using images and misleading statistics to promote conspiratorial ideas—for example,
memes saying that Prime Minister Justin Trudeau is using COVID-19 data to spy on
Canadians or memes suggesting that “mainstream media” is intentionally lying to the
public,'t2

> websites, forums, and social media pages dedicated to conspiracies—for example, Facebook
groups that spread false information about vaccines,**®

» YouTube videos with false information presented in a way that seems true—for example,
interviews with people posing as “experts” and spreading false information about vaccines
and political events.1

5. Disinformation or propaganda campaigns by political actors

Governments and political groups around the world are responsible for a lot of disinformation. In
2019, researchers found that political groups manipulated social media in at least 70 counties.'®
This number is likely growing.11

Politicians can spread disinformation in their own country to damage the reputation of their
opponents.t” They can also spread disinformation abroad to draw attention away from issues in
their country, such as human rights abuses.'® Political groups have also used disinformation to
create confusion in democratic societies and prevent democracies from working properly.1t°

Governments and politicians often use advanced tactics to spread disinformation. Some
governments hire groups of people to create fake news websites, memes, and social media
accounts. Governments also use automated bots to spread disinformation.

Here are examples of disinformation spread for political reasons:

» social media posts promoting violence or distrust of a particular group, such as journalists,
minority communities, or opposing political parties,*?°

» hurtful or dangerous comments on videos and social media posts (many bots are designed to
spread disinformation in internet comment sections),*?*
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» false or suspicious accusations against foreign governments—for example, American media
said COVID-19 was intentionally made in China,'?? and Chinese media said COVID-19 was
intentionally made in the United States.?

6. Manipulated photos and videos

On average, videos and images get more attention online than text does.*?* New technology
makes it easy for anyone to manipulate photos and videos to spread disinformation.

Manipulated images are often used to misrepresent a person or event. For example, one
American media platform spread images of a protest in Seattle that had been altered using
Photoshop.'?°

However, videos and images do not need to be digitally altered for them to be dangerous. In fact,
most disinformation does not involve digital manipulation at all. Minor edits or captions are
often enough to mislead the viewer.

Some examples of this include:

» short clips taken from a longer video—for example, excerpts can be taken from a politician’s
speech and presented in a way that misrepresents their message,

» many short clips edited together to create a misleading narrative,

» images that are cropped (this means that part of the image is removed) so that the viewer
does not have enough context.

We should also pay attention to timestamps and locations.*?® For example, someone could take a
picture of a protest in 2007 and say it was taken in 2020. Or someone could take a picture in one
country and say it is from a different country. Tricks like this are common, and they can give us
the wrong impression of current events.

Incorrect timestamps have been used to spread disinformation about COVID-19. In December
2020, there were images on social media showing three people with muscular problems in their
faces. The content claimed that these people were damaged by a COVID-19 vaccine. However,
the images have been on the internet since 2000, long before COVID-19.1%" The images are real,
but they were presented in a misleading way.

7. Deepfakes

Today, it is possible to use artificial intelligence (Al) to create fake videos of celebrities and
politicians. Al can recognize face movements and put one person’s face on another person’s
body. It is also possible to create fake “voice-overs” to impersonate people. This new technology
means that videos of people can be completely fabricated. Videos like this are called

“deepfakes.” Experts believe they will become more common in the future.'?8
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Videos have appeared recently that artificially recreate famous figures, including Barack Obama
and Mark Zuckerberg. In December 2020, British media sources even circulated a deepfake
video of Queen Elizabeth 11.1%°

8. Satirical or comedic content

Some websites and media outlets produce satirical news. This means that they look and feel like
a trustworthy news website, but they are not supposed to be taken seriously. Satirical websites
often invent details or exaggerate details to be funny. Satirical news is usually harmless, but
sometimes it is mistaken for real news.

Tips for spotting false information

Here are some simple ways to determine if something contains disinformation or
misinformation;130.131

1. Evaluate the source

Ask yourself: Where did this information come from? Can it be traced to an original source? Is
the original source trustworthy? If the content does not say where it got its facts, it may be
disinformation.

Sometimes, disinformation hides the name and identity of the person who created it. If the author
uses a fake name or a nickname, this is a sign that the information is untrustworthy.

If you find a website that seems suspicious, check to see if it has an “About Us” page where you
can learn more about the individual or organization that created it. If there is no information
about the website’s creators or ethical standards, the site may be a source of disinformation.

A Google search for a source or author will often tell you whether they are known for spreading
disinformation. If a writer or source has a good reputation, it is usually possible to find more
information about them online.

2. Think about who shared the information

If a piece of information is shared on social media, pay attention to who shared it. Is the account
trustworthy? Have they shared disinformation in the past?

Remember that information shared by politicians or special interest groups is often biased and
misrepresents the views of other politicians.

3. Be skeptical of headlines

A lot of disinformation uses shocking, controversial, or exaggerated headlines to get your
attention. When you see this, it is a good idea to ignore the article or read it before you share it.
Often the contents of the article are not as extreme as the headline suggests.

4. Be wary of clickbait
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Clickbait is anything that uses deception, mystery, or exaggerated language to get you to click on
a link. Common examples are headlines like “You Will Never Believe What Happens Next.”
Clickbait is often used to promote “miracle cures”.

Organizations that use clickbait are unprofessional and untrustworthy. Clickbait can also be
harmful if it sensationalizes events or provides disinformation about COVID-19 and other
illnesses. '

5. Pay attention to URLs

URLs are web addresses that appear at the top of your browser. They provide information about
the kind of website you are on and how reputable it is. Most URLs begin with HTTP or HTTPs,
which tells you whether the site is encrypted or not. URLSs end in a domain name that tells you
where the site comes from and what its purpose is.

e HTTPS means the site is encrypted. There is a relatively low chance that someone will steal
personal data that is transferred between your computer and the website.

e HTTP means the site is not encrypted. This means there is a higher chance that someone can
steal your information.

e .com means the page belongs to a commercial website. The goal of commercial websites is
to make money. Many informational websites and news websites end in .com because they
make money through subscriptions, product sales, or advertising. Information found on a
website ending in .com is not always false, but you should not believe everything you read.

e .0rg means the page belongs to a non-profit organization or special interest group. Websites
ending in .org are sometimes reputable but not always. If you find a page ending with .org,
think about whether the organization has any biases that could influence the information on
their website.

e .edu means the page belongs to an educational institution like a school, university, or library.
Information on .edu pages is trustworthy if it is written by a professional scholar or
researcher. But not all information on .edu websites is written by experts. If you find a page
ending in .edu, check to see who wrote the information.

e .ca means the web page is registered with the Canadian Internet Registry Authority. This
usually means the page belongs to a Canadian citizen, organization, or government body. For
example, the Government of Canada and provincial governments use .ca. However, .ca does
not tell us anything about the content of the website. If you find a page ending in .ca, check
to see who owns it.

e .gov means the page is run by a government body in the United States. Information on a page
ending in .gov is usually maintained by the American government. This information is
usually considered trustworthy, but it can still contain political bias.

e Many countries have their own domains. For example, fr. means France, .br means Brazil,
and .ke means Kenya. If you find a website with a country-specific domain, apply the same
caution as you would to websites ending in .ca.
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e There are other less common domains including .net, .biz, .info, and hybrid domains
like .com.co. Experts do not agree on what these domains mean. If you land on a website
with an unusual domain, it is best to assume the information is not trustworthy.

6. See if the content is up-to-date

Most reputable news articles include the publication date. If you find information that seems
suspicious, check the date. If the information is old, then you should question why it is
circulating on the internet again.

Sometimes images, videos, and quotes related to past events reappear on social media, giving the
false impression that they relate to more current events.

7. See if the content uses supporting evidence

Trustworthy sources always use evidence to support their claims. If an article makes strong
claims but does not provide evidence or link to a source that provides evidence, then it may be
spreading false information.

However, not all evidence is the same. Evidence that draws on scientific research, accurate
reporting of events, and peer-reviewed academic studies is more reliable than evidence that
draws on personal experience, vague numbers, or quotations. Also, articles that use a lot of
evidence from different perspectives are more trustworthy than articles that rely on only a few
sources.

Unfortunately, even articles with a lot of supporting evidence can spread disinformation.
Numbers and citations can make a source appear more legitimate, but even good evidence can be
turned into disinformation.

If you are unsure whether something is true or false, it is a good idea to check other media
sources. If you can find a piece of information in only one source, there is a higher chance that it
is false. If you can find a piece of information in many sources from a variety of perspectives,
there is a higher chance that it is true.

8. Look for discrimination, stereotyping, or scapegoating

Sources that promote stereotypes, encourage discrimination, or blame entire communities for an
issue are untrustworthy. No reputable journalist or writer would intentionally spread harmful or
racist ideas.

If a source contains racist language or mentions popular stereotypes, it is disinformation. It is
likely trying to promote fear and divisions in society.

9. Pay attention to charged and emotional language
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A lot of online content uses strong emotional language. Emotional language is common in some
types of journalism, such as opinion pieces and editorials. Emotional language is especially
common on social media. Strong language does not mean that the source is untrustworthy, but it
does influence how we understand world events. For example, one source might say “protest”
while another source says “mob.” Both of these sources are talking about the same event, but
their interpretation is different.

Strong language is not a substitute for true facts. Sources that rely only on strong language can
distort reality and are usually untrustworthy.

10. Consider your own biases

Everyone has biases. This means that we prefer some ideas to other ideas. Our biases greatly
influence how we engage with information.

If you come across an article about a controversial topic, it is good to think about your own
biases. Make sure that not all information you consume simply confirms what you already
believe. If you find yourself agreeing completely with a meme or article, it can be helpful to
consider it from other perspectives or search for other sources about the same topic.

11. Consult a fact-checking website

Fact-checking websites are tools to help us debunk false information. Fact-checking websites are
run by people who are trained to investigate disinformation. There are many fact-checking
websites, and their work is freely available online.

Some fact-checking websites in Canada include:

e FactsCan - factscan.ca/
e AFP Fact Check - factcheck.afp.com/afp-canada
e Les décrypteurs - ici.radio-canada.ca/decrypteurs

12. Apply common sense.

Sometimes the best defence against disinformation is common sense. If the information seems
outrageous or impossible, it is probably is.
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Chapter 4 | How are people fighting the infodemic?

Many people are working to fight the infodemic. Governments, tech companies, and news
organizations lead this fight by finding ways to reduce the amount of disinformation and promote
media literacy.!3® Social media companies have changed their policies in response to COVID-19,
and governments have created task forces and drafted legislation to combat disinformation. The
pandemic has also started new trends in journalism.!3* For example, many news organizations
have joined international fact-checking networks to improve their response to the

infodemic, 135136

However, fighting disinformation can have negative consequences. Most importantly, controlling
the public’s access to information can also mean limiting our freedom of expression. Our
freedom of expression includes the right to share our opinions and ideas using the internet and
other media platforms.*®” The United Nations warns that responses to the infodemic should cause
more damage than the infodemic itself.1*® This means that any limitations to our freedom of
expression should be justified.'*

Therefore, fighting the infodemic means:

e reducing the spread of disinformation,
e improving the public’s access to trustworthy information,4® and
e protecting the public’s freedom of expression.

It is important to remember that disinformation involves more than COVID-19. More and more
people around the world are worried that disinformation is influencing their elections,*
lowering trust in democracy,'*? and encouraging violent radical groups.*® These are ongoing
issues. Questions about how to deal with disinformation will be important in the future, even if
COVID-19 is no longer a threat.

Strategies to fight the infodemic
Here are some strategies used to fight disinformation around the world.
1. Fact-checking

News organizations started fact-checking in the early twentieth century,'** but “fact-checking”
was not a well-known word until recently. This is because the COVID-19 pandemic and other
events in 2020 made people more interested in how journalists find and verify information.4®

Fact-checking means looking at statements made by public figures or institutions and deciding
whether they are true. Fact-checking is especially important if the statements are about public
health and safety. Fact-checking can also include debunking memes or popular social media
posts.14® People who do fact-checking are called fact-checkers. They can either be paid
employees or unpaid volunteers.
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Fact-checkers ask questions like this: Does the claim provide context? Is the claim supported by
evidence? Could the claim possibly lead to disorder and confusion in society? Is the statement
designed to deceive me? Does the person making the claim have a history of spreading
disinformation?*4

Many organizations hire fact-checkers. News organizations hire fact-checkers to review articles
before they are published.*® Facebook partners with fact-checkers to help identify false
information shared by users.'*® And many independent have formed national and international
fact-checking organizations.'®® These organizations’ goal is to fact-check as much information
on the internet as possible while remaining unbiased.’®! In 2015, there were 44 fact-checking
organizations. Today, there is around 200.%2

One of the most important fact-checking organizations is the International Fact-Checking
Network (IFCN). The IFCN is based at the Poynter Institute in the United States. It promotes
collaboration between fact-checkers and journalists around the world.*>® The IFCN makes all
members follow an ethical code. The code guarantees that fact-checkers in the IFCN are honest
about where they got their facts, admit when they make mistakes, and tell us where their money
comes from. 1>

Here are some fact-checking websites that are part of the IFCN:

e AFP Fact Check (Canada)

e Les décrypteurs (Canada)

e Africa Check (South Africa)

e Chequeado (Argentina)

e FactCheck.org (United States)
e Politifact (United States)

e Full Fact (United Kingdom)

These websites are valuable tools for helping us fight disinformation. They often focus on things
we encounter in daily life, including rumours, viral content, memes, and fake news articles.

Limitations of fact-checking

> Not all languages have equal access to fact-checking. Most fact-checking websites are
written in English. The information is mostly about events in the United States, Europe,
Canada, and other Western countries.

» Fact-checking cannot address deeper biases or skepticism. People with extreme views and
people who are suspicious of the media are unlikely to be convinced by fact-checking
alone.'®

» Fact-checkers have limited time and resources. There will always be more disinformation on
the internet than fact-checkers can address.
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> Fact-checkers, like journalists, have beliefs that influence what they choose to write about.*>®
When you are reading a fact-check, you still need to consider the writer’s biases.

2. Investigating disinformation campaigns

Governments, journalists, and researchers sometimes investigate where disinformation comes
from. Investigations involve learning who created the disinformation, how it is spreading, and
who is impacted by it.%" Investigations focus on disinformation campaigns, which are usually
large, organized operations that spread disinformation for a political, economic, or financial gain.
Disinformation campaigns are often done by political groups.

The number of investigations into disinformation campaigns increased after 2016, when there
was evidence of Russian interference in the American elections.'®® Some other countries also
suspect that disinformation has impacted their elections, including Argentina, India, Mexico, and
Sweden. 19180 Researchers say that disinformation campaigns have had the biggest impact in the
United States, Venezuela, Indonesia, and Mexico.'®* Disinformation campaigns are common in
the Middle East as well 162

Disinformation campaigns affect Canada, too. One year, the Canadian Broadcasting Corporation
(CBC) found at least 21,600 tweets spreading disinformation about Canadian issues, including
pipelines and immigration.1®® Investigators found that these tweets came from disinformation
campaigns started in Russian, Iran, and Venezuela.1®*

COVID-19 disinformation has been linked to disinformation campaigns. According to the United
Nations, many disinformation campaigns come from right-wing extremists and terrorist
groups.t® These groups create lies about COVID-19 to promote their violent view of the world.
They have used COVID-19 to encourage racism and anti-democratic ideas.®®

Large criminal organizations have also created disinformation about COVID-19. Drug cartels in
a few countries used disinformation to make the public distrust the government’s response to the
pandemic. ¢’

3. Legal and political responses to disinformation

Some governments use their legal and political power to fight the infodemic. Governments have
the power to censor disinformation from the media,'®® fine or arrest people who spread
disinformation,®° or prevent the public from accessing the internet.

Legal and political responses to disinformation often have severe consequences. Many
governments have taken their power too far. They have used COVID-19 as an excuse to limit
freedom of expression and to persecute people.’® For example, many governments have severely
punished people who disagree with official messages about COVID-19. Governments have
arrested journalists, activists, and healthcare workers around the world. /1172
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The media in Canada is one of the freest in the world.}”® There are laws to punish people who
use hate speech, but there are no laws to censor or punish people who spread disinformation.
Some politicians believe there should be more laws to prevent disinformation, but this issue is
still being debated.!’

4. Curation of content by media providers

Some news organizations gather the newest and most trustworthy information about COVID-19
and share it with the public. These “curated” resource banks get updated frequently as we learn
more about the virus, vaccines, and transmission and mortality rates.

Curated content has already been reviewed by experts, so it provides the public with a reliable
stream of good information. Curated content includes:

» Official statistics related to COVID-19
e The World Health Organization’s COVID-19 dashboard shows up-to-date statistics
about the virus in countries around the world.*”
e Alberta Health Services’ website contains the most recent information about COVID-
19 as it relates to Albertans.
e The City of Edmonton has a data dashboard of COVID-19 statistics.!’®
> Newsletters
e Many news networks have newsletters with the newest pandemic news.
» Podcasts
e Many news networks have created COVID-specific podcasts with frequent updates.

5. Preventing people from profiting from the pandemic

Social media platforms discourage some people from profiting from the pandemic. Their goal is
to stop scammers and other malicious actors from taking advantage of peoples’ fears and
confusion. Companies do this through:

» Advertising bans
e Google and Twitter banned all advertising that mentions COVID-19 unless the
advertising is paid for by the government (Google later removed this ban).1’’
e Facebook allows some advertising about COVID-19 but not advertising for fake
cures or test kits.1’®
» Demonetizing of COVID-19 content
e Early in the pandemic, YouTube stopped advertising revenue from going to people if
their videos mentioned COVID-19 at all. Now, YouTube limits who can make money
from videos mentioning COVID-19. According to YouTube policy, all videos related
to COVID-19 must be ethical and fact-checked. If not, YouTube can still demonetize
the video.1"
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Despite their efforts, social media platforms cannot completely stop people from profiting from
the pandemic. A lot of disinformation on these platforms is still spread by clickbait and scams.

6. Labelling disinformation

Facebook, Twitter, Instagram, and YouTube put “warning labels” on content if they believe it
contains disinformation about COVID-19. Warning labels are blocks of text that appear around
the content, usually at the bottom. These platforms also put warning labels on hashtags (#) linked
to disinformation, including hashtags used by extremist groups and conspiracy theorists.

Warning labels sometimes appear on content if it is considered suspicious or has spread
disinformation in the past. These labels increase transparency and accountability by telling us
who is behind the information and who is paying for it.*®° YouTube decided to put warning
labels on content that is funded by powerful organizations. For example, videos from the Russian
news channel RN come with a label indicating that the platform is owned by the Russian
government. 8!

Some people argue that warning labels have not helped slow the spread of disinformation. It is
likely that many people will share disinformation even if it has a warning label . 82

Labelling disinformation on social media is a new strategy. Platforms will likely continue
changing their labels in the future.

7. Supporting the public

Many organizations are fighting the infodemic by teaching the public about media literacy and
showing people how to debunk false information. These efforts include creating educational
resources about COVID-19 or giving money to organizations to create media literacy
programs. '8

Supporting the public is the Government of Canada’s primary way of fighting the infodemic.
The government has given $7 million to organizations in Canada that provide media literacy
education.'84

8. Supporting responsible journalism

Journalism has become more difficult since the beginning of the pandemic. Some organizations
have focused on supporting journalists and encouraging them to follow ethical standards.

The Government of Canada passed legislation that gives various tax benefits to journalists and
news organizations.'® Google, Facebook, and Amazon donated a small portion of their profits to
journalists around the world.*® WhatsApp donated money to the International Fact-Checking
Network.'®” A variety of organizations also built training materials specifically for journalists
covering COVID-19.188
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Chapter 5 | Disinformation and social media

Early in the pandemic, most social media platforms announced that they would work to fight
disinformation.*® Since then, companies have tried a variety of strategies, including promoting
trustworthy information and “de-platforming” users who spread disinformation. Today, there is
debate about the best way for social media companies to respond to the infodemic. There is also
debate about whether or not social media platforms are even responsible for disinformation
shared by users.

When social media was first created, most people agreed that these companies should not censor
content. Popular opinion has changed recently because social media is now where most people
get their news.!® Many people, including Mark Zuckerberg (the founder of Facebook), believe
the government should do more to regulate social media.®* One survey in 2019 showed that
around 60% of Canadians want the government to regulate social media.®> However, others
believe that regulating social media will have negative consequences, and the best option is for
social media companies to regulate themselves.*%

Social media regulation became a controversial political issue in January 2021, when Twitter and
Facebook blocked the former President of the United States. We do not know if this decision will
affect the way social media companies handle disinformation in the future. For example, will
Facebook and Twitter censor other political leaders known for spreading disinformation?%*

It is important to remember that social media companies are private companies. They must make
decisions based on what is good for their business, not only what is good for public health.
People sometimes criticize social media companies for making decisions that harm public health.
For example, the Centre for Countering Digital Hate criticized Facebook for allowing anti-
vaccine content. Anti-vaccine content can be extremely dangerous, but in 2019 Facebook made
around $1 billion from advertising paid for by anti-vaccine groups.®

Because social media companies are private, it also means that they are not responsible for
protecting our freedom of speech.'% They do not follow the same rules as the government. For
example, the Canadian Charter of Rights and Freedoms says that the government will not
restrict Canadians’ freedom of expression, but it does not say that private companies must allow
users to say anything they want.*®” This means that Facebook, Reddit, Twitter, and TikTok are
allowed to choose what content they censor or do not censor.*%

In sum, social media companies have a lot of power over the kind of information we see, but it is
not clear how they should handle this power. Social media companies are trying a variety of
strategies to fight the infodemic, but we do not know if these approaches will be effective in the
future.

Here is how the major social media platforms are handling the infodemic:

Facebook
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Facebook is the most popular social media platform in the world, with around 2.5 billion
users.'®® Facebook’s strategy involves preventing people from making money from the
pandemic, directing users to trustworthy information, and hiring fact-checkers to review content
posted by users.?®

Facebook banned advertising for harmful or predatory content such as “miracle cures” for
COVID-19 or facemasks at inflated prices.?®* When users search for information about COVID-
19, the first results are always from reputable health sources like the World Health
Organization.?%? This helps ensure people find accurate information before finding
disinformation.

Facebook partnered with around 60 independent fact-checking organizations in 50 different
languages.?®® The fact-checkers determine whether a piece of content is true, false, misleading,
or missing context, but Facebook decides how to deal with the disinformation.?®* When a piece
of disinformation is identified, Facebook can censor the content or apply a warning label.
Facebook can also send you a notification if you accidentally share or engage with a piece of
disinformation.%®

Facebook does not fact-check politicians. Facebook believes that fact-checking politicians would
be bad for democracy because the public should know what politicians say and think.?%
However, some people believe that Facebook should also fact-check politicians.?’

Instagram

Instagram is owned by Facebook and has a similar strategy for fighting disinformation.
Instagram puts labels on content that mentions COVID-19. The labels bring users to reputable
health sources.?*® Users who search for terms related to COVID-19 are shown reputable sources.

WhatsApp

WhatsApp is also owned by Facebook. It is the most popular messaging app in the world, with
about 1.6 billion users.?% It is popular in South America, Asia, Africa, and Europe.?!® A
significant amount of disinformation about COVID-19 is spread on WhatsApp.?'!

WhatsApp is an encrypted messaging service. This means that the company cannot see messages
that are sent between users. WhatsApp cannot fact-check or put warning labels on content that is
sent between users.?'? WhatsApp cannot reduce the amount of disinformation, so its goal is to
provide users with more reliable information. For example, WhatsApp created the World Health
Organization’s Health Alert. This is a free service that lets users text the World Health
Organization to get information about COVID-19.213

WhatsApp also limits how many times a piece of information can be shared. Users cannot share
content if the content has already been shared a lot. If a message has already been shared five
times, you are not able to share it again with a large group. But you can still send it to one other
user at a time.?!4
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YouTube

YouTube, which is owned by Google, is the largest video-sharing website in the world. It has
around 2 billion users.?*® Since the pandemic started, YouTube has promoted reputable health
sources on its homepage.?® Like other platforms, YouTube also brings you to reputable health
sources if you search for information about COVID-19.2'" Videos about COVID-19 usually
come with labels.

YouTube sometimes demonetizes videos about sensitive information such as viruses and
vaccines. This means that the video’s owner cannot make money from advertising. YouTube
demonetized many videos at the beginning of the pandemic, but now users can post videos about
COVID-19 even if they are not health experts.?'® YouTube also bans videos that promote
popular conspiracy theories, such as the idea that 5G networks are related to COVID-19.2%°

Despite these efforts, YouTube is frequently criticized for hosting content that conflicts with the
advice of health experts.?2°

Twitter

Twitter has around 330 million regular users around the world.??* Twitter is mentioned a lot in
the media because it is very popular among politicians and health officials.

Like other platforms, Twitter brings users to reputable health sources if they search for
information about COVID-19.222 Twitter also puts informational labels on tweets that mention
COVID-19.

Twitter bans content that conflicts with the advice of health authorities and scientists, promotes
unproven cures, or encourages unsafe activity that could increase the spread of COVID-19.
Twitter also bans content that blames specific groups for the pandemic or impersonates
government or health officials.??® Like Facebook, Twitter does not always censor political
leaders, even if they are spreading disinformation. But Twitter does put warning labels on
disinformation shared by politicians.??*

TikTok

TikTok is a new social media platform that focuses on short videos. TikTok was created in China
and has about 625 million users around the world. In China, TikTok is called Douyin. It is
especially popular with teenagers, who are more vulnerable to disinformation in general.?%

Like other platforms, TikTok directs users to reputable health sources when they search for
words related to COVID-19. Since April 2020, TikTok has also allowed users to report
disinformation when they see it.

TikTok has policies to remove content that includes hate speech and hoaxes.??® Unlike Facebook
and Twitter, however, TikTok does not have any policies to ban misleading advertising related to
COVID-19.%7
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Reddit

Reddit has around 330 million users??® and is the second most popular social media platform in
Canada, after Facebook.??° Reddit is a large online discussion board where users can talk about
many subjects. Reddit has been criticized for attracting conspiracy theories,?° hate speech,?3!
and misinformation about COVID-19.2%

Unlike other social media platforms, Reddit is not moderated by a central authority in the
company. Instead, unpaid volunteers moderate each individual discussion forum or
“subreddit.”?%® Moderators have the power to ban users who spread disinformation from their
subreddit.?** Entire subreddits can also be censored for spreading disinformation, violating
website rules, or promoting hate.?%

Reddit to educate users rather than block them. If a subreddit has problems with disinformation,
Reddit moderators will try to promote more reputable sources. Reddit can also “quarantine” a
subreddit, which means it cannot be found in search results. If you visit a “quarantined”
subreddit, you will get a warning message that the subreddit contains disinformation.

Pinterest

Pinterest allows users to share inspirational images, quotes, and videos. Pinterest has about 400
million users around the world.?%® According to reporters, misleading political and health
information are big problems on Pinterest.?*’

Like Facebook and Twitter, Pinterest uses algorithms that push users toward information they
already agree with, even if the information is false.?*® But users searching for information about
COVID-19 on Pinterest are brought to resources from reputable health organizations.

Since 2017, Pinterest has been removing disinformation about vaccines.?® Pinterest also started
removing disinformation about fake cures and treatments for COVID-19.240

WeChat

WeChat is an app for messaging, video calls, shopping, and news. WeChat has over 1 billion
users and is the most popular social media platform in China.?*! (The Chinese government blocks
Facebook and Twitter.)

WeChat has taken extreme measures to combat COVID-19 disinformation. When the pandemic
began, WeChat blocked most content related to the virus, including disinformation and true
information.?#2 WeChat also blocks information for political reasons. For example, WeChat

blocks content that criticizes the government’s response to the virus.?*3

WeChat can also block information sent privately between users. Unlike WhatsApp, WeChat is
not encrypted. Messages sent between users are filtered if they contain words related to COVID-
19 or the Chinese government’s response to the pandemic.?**
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Researchers found that WeChat was used to spread disinformation about COVID-19.24°Chinese
speakers in North America have also been targeted by disinformation campaigns on WeChat.?4

Chinese-language journalists are working to fact-check and debunk false information on
WeChat.?*’

Other social media platforms

Facebook, WhatsApp, WeChat, and YouTube are the most popular and influential social media
platforms in the world, but there are other social media platforms that are important within
certain cultural communities.

Twitch (United States) is used for live streaming. It is popular among people who play video
games. Twitch has been criticized for allowing conspiracy theories to circulate and for not doing
enough to stop the spread of disinformation.?4®

QZone (China) is an app that lets users write blogs, share music, and more. QZone is owned by
Tencet, the same company that owns WeChat.

Weibo (China) is an app that lets users write and share blogs. Like WeChat, Weibo has been
used by government officials to spread disinformation about the origins and effects of COVID-
19_249

VKontakte (Russia) is similar to Facebook and is popular in Russia and Russian-speaking
regions. VKontakte has been used to spread disinformation about COVID-19 and other political
issues within Russian-speaking communities.?°

Ondoklassniki (Russia) is a social networking platform based in Russia. It is the most popular
social media platform in Georgia, Uzbekistan, Kyrgyzstan, and other countries.
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Chapter 6 | COVID-19 and discrimination

What is discrimination?

Discrimination is a big concept. Generally, it means treating a person or group unfairly because
of their race, skin colour, religion, gender, age, sexual orientation, or other characteristics.?*
Some groups are called “marginalized” if they have a characteristic that is frequently targeted by
discrimination. This includes racial minorities, religious minorities, LGBT people, Indigenous
people, people with disabilities, and women.

Acts of discrimination include mean or aggressive language, physical harassment, blocking
someone from accessing a service, and treating someone unfairly at work. Many people can be
responsible for discrimination, including individuals, businesses, governments, and government-
regulated organizations like schools and the police. Discrimination happens everywhere in the
world. It can be an isolated act or an ongoing story with deep historical roots. Regardless of its
nature, discrimination prevents people from fully participating in the society they live in.

Most countries have human rights laws to protect people against discrimination. In Canada, we
are protected from discrimination by the Canadian Human Rights Act (1977), the Charter of
Rights and Freedoms (1982), and various provincial laws. Human rights laws exist to prevent
acts of discrimination by individuals, governments, businesses, and other organizations. These
laws are important, but they have not eliminated discrimination in Canada. We will learn more
about these laws in Chapter 7.

What is coronaracism?

Since the beginning of the pandemic, discrimination related to COVID-19 has increased around
the world. Much of this discrimination targets racial minorities, religious minorities, and
immigrants. Some people use the term “coronaracism” to describe the increase in racial
discrimination caused by COVID-19.

One group to be greatly affected by coronaracism is people of East Asian descent.?® This
includes Asian Canadians and especially Chinese Canadians. One survey found that almost half
of Chinese Canadians have been called names, harassed, or threatened since the beginning of the
pandemic.?5® People of Chinese descent have also been targeted by racism in Australia, the
United States, the United Kingdom, India, Israel, Egypt, the Philippines, and many other
counties.?* Other groups who experience coronaracism include Black people,?> Muslims,2®
Jews,?®" Indigenous people,® and refugees.?®

In September 2020, Statistics Canada surveyed 35,000 Canadians from various racial groups.
The survey found that minority groups were twice as likely as white Canadians to experience
discrimination related to COVID-19. The groups who experienced the most discrimination were
Asian Canadians, Black Canadians, Arab Canadians, and Indigenous people.?®® These groups
experience discrimination in different ways and in different places. However, the survey found
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that most discrimination happens in businesses (banks, restaurants, stores), public places
(sidewalks, parks, busses), workplaces, and on the internet.?6*

How COVID-19 fuels discrimination

Discrimination occurs in many forms, from physical violence to offensive language and
“microaggressions” (small everyday acts of discrimination). All forms of discrimination prevent
a person or group from enjoying their life and participating in society.

Here are some ways the COVID-19 pandemic fuels discrimination:
» Verbal harassment

Verbal harassment includes name-calling, insults, and using racist words. A survey of 500
Chinese Canadians in June 2020 found that around 50% had been called names or insulted as a
result of the pandemic.?®? Verbal harassment can cause deep anxiety and discomfort. Many
participants in this study had to change their daily routines to avoid facing racism due to
COVID-19. Many were also worried that their children would be bullied at school.

» Physical harassment (unwanted touching)

The same survey found that 8% of Chinese Canadians experienced frequent physical harassment,
and 21% experienced occasional physical harassment.?%® Canadians of East Asian descent have
reported being pushed, abused, and spit on since the beginning of the pandemic. In Vancouver,
an elderly Asian Canadian man with dementia was forced out of a convenience store.?%

> Violence

Life-threatening violence is less common than physical harassment, but it still happens in Canada
and around the world. Violence against people of East Asian descent has been reported in nearly
every country with a significant population of East Asian citizens or visitors.?%® This includes
Canada. In March 2020, two Korean men were attacked in Montreal 2

Around the world, COVID-19 lockdown measures have also increased the amount of domestic
violence, which is usually targeted against women and children.?%’

» Stigmatization

A “stigma” is a negative stereotype or bias against a particular group. Stigmas often appear in
society when there is widespread fear and uncertainty. During the COVID-19 pandemic, people
seen to be associated with the virus are often stigmatized, including people of East Asian
descent, people who have been to China, and people who work in healthcare (who are often from
marginalized groups).2®8

Stigmatized groups are frequently targeted by harassment and microaggressions. Some people
may avoid public places or hospitals because they are afraid of facing discrimination.?°
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» Microaggressions

Microaggressions include subtle looks, words, or behaviours that reveal a person’s negative bias
toward a group. For example, Asian Canadians have reported being stared at, talked down to, or
treated with suspicion since the beginning of the pandemic.?”® Microaggressions are small but
they accumulate over time. They can make someone feel like they do not belong.?"

» Denying service

In many countries, stigmatized groups are denied service at stores, restaurants, hotels, and more.
In some East Asian countries, businesses put up signs saying Chinese customers are not
welcome.?’? Reports from Alberta say that some businesses discriminated against members of
the Siksika First Nation because of COVID-19.2"3 In British Columbia, various businesses,
including grocery stores, were accused of denying service to Indigenous people.?’

» Racist language in politics

Some politicians are responsible for spreading racist language. American politicians have been
criticized for calling COVID-19 the “China virus” or the “Wuhan virus.” Since 2015, the World
Health Organizations has said we should not name viruses after people or locations.?”> Naming a
virus after a group of people can easily lead to stigmatization. This is especially true if the group
already experiences discrimination around the world.

» Disinformation

Disinformation often relies on racist stereotypes (see Chapters 1-4). Many minority groups have
been targeted by disinformation that incorrectly links them to COVID-19. In the United
Kingdom, disinformation on social media spread false information about Muslims spreading
COVID-19.%78 Disinformation related to conspiracy theories has blamed Jews for spreading
COVID-19.2" In China, disinformation on social media blamed people of African descent for
spreading COVID-19 or breaking quarantine rules.?’

> Property damage

Around the world, people of East Asian descent have reported property damage and vandalism
since the beginning of the pandemic. This often includes racist graffiti.?’® In Montreal, statues
outside a Vietnamese Buddhist temple were vandalized in March 2020.2% In Vancouver, a
Chinese Cultural Centre was vandalized with racist graffiti.?8

» Economic impact

Business owners impacted by disinformation and stigma report a drop in business compared to
businesses owners not impacted by stigma. In Vancouver, many Chinese-owned businesses
reported a 50-70% drop in business.??
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Minority groups are more likely than white Canadians to experience financial difficulties due to
COVID-19. In one survey, 56% of Black Canadians said that they or someone they know has
experienced financial insecurity since the beginning of the pandemic, compared to the national
average of 46%.283

Why has COVID-19 increased discrimination?

The link between discrimination and diseases goes beyond the COVID-19 pandemic.
Throughout history, people have often blamed minority groups or “outsiders” for creating and
spreading diseases. Discrimination increases during public health crises because our society
already treats people differently based on their ethnicity, culture, age, or nationality. When
diseases enter society, they create new forms of discrimination and make pre-existing
discrimination much worse.

For example, during the bubonic plague in the Middle Ages (1347-1351), many Europeans
blamed Jews for spreading the disease. Europeans destroyed Jewish neighborhoods. Thousands
of people were killed. These actions were motivated by fear and many false beliefs and
stereotypes about Jews. In the 1800s, the bubonic plague appeared again in the United States.
This time, many Americans blamed Chinese immigrants for spreading the disease.?®* Again,
these ideas were motived by fear and false information.

Other epidemics have also resulted in discrimination. The yellow fever epidemic in the 1700s led
to discrimination against Black people in the United States.?® The typhoid epidemic in the 1800s
led to discrimination against immigrants and people who were living in poverty.?%® The AIDS
epidemic in the 1980s led to discrimination against LGBT people and people from Haiti living in
the United States.?®” The “swine flu” epidemic in 2009 led to discrimination against people from
Mexico.2% The Ebola epidemic in 2014-2016 led to discrimination against people from West
Africa.?8®

Like past health crises, the COVID-19 pandemic has increased discrimination against certain
groups. However, COVID-19 is also unique because it affects everyone on earth. COVID-19 is
also the first international health crisis to be accompanied by an “infodemic” (see Chapter 2).
Modern technology has spread discrimination and racism more quickly than ever before.

COVID-19 and systemic racism

COVID-19 does not discriminate. Discrimination is caused by human actions and behaviour.
However, discrimination is also caused by the way humans structure our society. It is hard to
understand the link between COVID-19 and discrimination without thinking about systemic
racism, which is sometimes called “structural racism” or “institutional racism.”

Systemic racism is complicated, but it generally refers to the way racism is built into the
structure of society. Discrimination can be made worse by the way society delivers healthcare,
education, employment opportunities, and law enforcement. Countless studies have shown that
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marginalized groups are consistently mistreated or put at a disadvantage by hospitals, schools,
the police, government organizations, and the media. Systemic issues are usually rooted in
history but continue to the present day. Groups who are disadvantaged by systemic racism have
often been the target of discrimination for many years.

There is a lot of data on systemic racism in the United States. For example, researchers find that
Black and Latino populations are more affected by COVID-19 than other groups. In some areas,
Black people were hospitalized twice as often as other groups due to COVID-19.2%° Black and
Latino Americans are twice as likely to die from COVID-19 as white Americans.?®! These are
issues of systemic racism because Black and Latino populations have been discriminated against
for hundreds of years. Because of this, they are more likely to experience poverty, stigma, and
other barriers to healthcare.

In June 2020, the Prime Minister of Canada said that there is also systemic racism in Canada.?%?

Like the United States, Canada has historically discriminated against minority groups and people
who are not white. These groups continue to face discrimination today. As a result, marginalized
groups in Canada are more likely to get sick from COVID-19 or have financial difficulties
related to the pandemic. Today, marginalized groups are more likely than white Canadians to
live in poverty or have unstable work situations.?®® Poverty, stigma, and discrimination
contribute to poor health and higher rates of diabetes, hypertension, and other conditions that
increase the risk of becoming very sick from COVID-19.

Many reports show that Indigenous people, Black people, and newcomers to Canada have a
harder time getting good healthcare. They are also more likely to face discrimination from
hospital staff.2%

Until recently, the Canadian government has not collected much health data that reflects race or
ethnicity.?® However, some studies in Toronto show that Black people in the city are much more
likely to be affected by COVID-19 than other groups. Around 21% of COVID-19 cases in
Toronto affect Black Torontonians, who only make up 9% of Toronto’s population. Also, 11%
of cases affect people of Arab, Middle Eastern, or West Asian descent, even though these groups
make up only 4% of Toronto’s population. It is very likely that other Canadian cities have
similar issues.

If you look up “systemic racism” on the internet or in the library, you can find countless
organizations and activists working to eliminate it.
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Chapter 7 | Human rights and coronaracism in Canada

Like many counties, Canada tries to promote human rights inside our borders and around the
world. Many of Canada’s human rights laws are based on international documents, such as the
Universal Declaration of Human Rights, which many countries signed in 1948.2% Canadian
human rights laws often focus on discrimination.

The word “discrimination” can refer to many things (see Chapter 6), but it has a specific
meaning when it comes to the law. Legally, discrimination is when a person or organization
treats someone else unfairly and to their disadvantage because of a series of protected
characteristics, which the government calls “protected grounds.” The protected grounds
include:’

» Race » Sexual orientation

» National or ethnic origin » Gender identity

» Skin colour » Marital status (i.e. whether you are
> Religion married or not)

> Age » Disability

» Sex

There are a few more characteristics that are protected from discrimination. For a full list, visit
the website of the Canadian Human Rights Commission or the Alberta Human Rights
Commission (see Chapter 9 for more information resources).

If you experience discrimination in Canada, you can file a human rights complaint. This means
you can take legal action against the person, organization, or institution responsible for the
discrimination.

Here are some situations where you could file a human rights complaint:2%

» you are denied goods or services because of your race or skin colour,

> abusiness treats you poorly because of your national origin,

> an employer has practices that prevent you from getting promoted because you are a woman
or a non-binary person,

> alandlord refuses to rent to you because you are in a same-sex relationship,

» your employer fails to reasonably accommodate you for a mental or physical disability.

A common type of discrimination is harassment. Harassment refers to words or actions that are
insulting or humiliating. You can file a human rights complaint if you get harassed. Harassment
often occurs in the workplace.

Here are some situations where you could file a human rights complaint for harassment:2%°

» your boss makes fun of your race, religion, gender identity, or any other protected ground,
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» asupervisor threatens you or makes insulting comments about your race, religion, gender
identity, or any other protected ground,
» aco-worker touches you in ways that make you feel threatened or uncomfortable.

Types of human rights legislation in Canada

In Canada, we are protected from discrimination by both federal laws and provincial or territorial
laws.

The two sets of federal laws dealing with discrimination are in the Canadian Human Rights Act
(1977) and the Charter of Rights and Freedoms (1982). Each province also has it’s own human
rights legislation.

The Canadian Human Rights Act says that everyone in Canada should have an equal
opportunity to pursue the life they want and participate freely in society.>® The Act protects
people who work for the federal government or receive services from the federal government. It
also applies to organizations regulated by the federal government, including government
departments, airlines, and most of the major banks in Canada.

The Canadian Charter of Rights and Freedoms is part of Canada’s Constitution, which is the
highest law in the country. No other laws in Canada can conflict with the Constitution, so all
other human rights laws in Canada must follow the Charter. The Charter says that every
Canadian must be treated equally under the law. It guarantees fundamental rights such as
freedom of expression and freedom of religion.

Provincial and territorial human rights laws exist across Canada. For example, there is an
Alberta Human Rights Act, a British Columbia Human Rights Code, an Ontario Human Rights
Code, and so on. Provincial human rights laws are similar to federal human rights laws. But
these laws protect us from discrimination in the areas where province has jurisdiction. Provincial
human rights laws apply to provincial and municipal institutions, private organizations and
businesses inside the province.

Provinces and territories in Canada all deal with human rights differently. Every province has a
unique set of “protected grounds.” For example, the Alberta Human Rights Act protects us from
discrimination based on race, gender, sexual orientation, religion, age, and more.®** Other
provinces’ human rights are slightly different from Alberta’s. For example, some provinces also
protect you from discrimination based on political belief.3%?

Human rights institutions in Canada

There are several governmental institutions whose job is to protect people from discrimination
and educate the public about human rights.
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The Canadian Human Rights Commission was created as part of the Canadian Human Rights
Act in 1977. The commission’s job is to investigate human rights complaints involving the
federal government and organizations that are regulated by the federal government.

The Canadian Human Rights Act also created the Human Rights Tribunal. A “tribunal” is
similar to a court. The Human Rights Tribunal’s job is to apply the Canadian Human Rights Act.
If you submit a human rights complaint and it is investigated by the commission, your case may
eventually go to the tribunal. The tribunal ultimately decides whether you have been targeted by
discrimination or not.

Individual provinces also have human rights commissions, whose jobs are similar to the
Canadian Human Rights Commission. For example, the Alberta Human Rights Commission
exists to apply the Alberta Human Rights Act. Provincial human rights commissions also have
tribunals.

How to file a human rights complaint

In Alberta, you can file a human rights complaint by contacting the Canadian Human Rights
Commission or the Alberta Human Rights Commission. You can file a complaint online, by
phone, or by mail.

You can file a complaint with the Canadian Human Rights Commission if:

> the discrimination involves the federal government, services received by the federal
government, or an organization regulated by the federal government, or

» the discrimination involves one of the protected grounds set by the Canadian Human Rights
Commission.

You can file a complaint with the Alberta Human Rights Commission if:

» the discrimination involves a provincial or municipal government, services received by these
governments, or organizations regulated by these governments, or

» the discrimination involves a private individual or business (ex. retailers, businesses,
schools, private employers, landlords), and

» the discrimination involves one of the protected grounds set by the Alberta Human Rights
Commission.

To file a complaint, you need to submit some information, including:3°®

» what characteristics of yours were targeted by discrimination (ex. race, sex, disability),
» adetailed description of what happened, and
» an explanation of how the discrimination negatively impacted you.

After you submit a complaint, the commission will contact the person or organization you
complained against. The commission will then decide how to proceed with the complaint. The
commission can:
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» dismiss the complaint (i.e. choose not to investigate it),

investigate the complaint, or

> suggest that you and the person you complained against settle the dispute without an
investigation.

Y

The Canadian Human Rights Act and provincial human rights laws also protect you from
negative treatment if you submit a complaint. For example, you are not allowed to be punished
by an employer or evicted by a landlord for filing a complaint against them.34

Canadian human rights laws and COVID-19 restrictions

The goal of the government and the human rights commissions is to respond to COVID-19
without putting too many restrictions on our freedoms. The government has already limited some
freedoms. For example, our freedom of movement is restricted because we cannot travel freely
between provinces, and our freedom of assembly is restricted because we cannot gather in
groups. Most people agree that these are reasonable restrictions because they are necessary to
protect our health and safety.

Some government decisions are more controversial. For example, many people are concerned
about the government’s enforcement of mask-wearing. Some people think that regulations
around masks are a human rights abuse. However, the Alberta Human Rights Commissions says
that rules to prevent the spread of COVID-19 do not qualify as human rights abuses.>® Legally,
the government and businesses are allowed to enforce restrictions like mask-wearing and social
distancing.

However, there are a few cases where people do not need to wear masks. This includes people
with respiratory issues, allergies, or other serious health concerns that prevent them from safely
wearing a mask.3% If someone wants to file a human rights complaint about mask-wearing, they
need to provide medical information to confirm they cannot wear a mask. They also need to
prove that they have tried to be accommodated in other ways.3%’

In rare circumstances, people can choose not to wear a mask for religious reasons. In this case,
the person will need to prove they have tried to be accommodated in other ways before filing a
human rights complaint.3®® No one has successfully filed a human rights complaint in Canada for
reasons related to mask-wearing and religious freedom.

Human rights risks in Canada due to COVID-19

We know that COVID-19 has greatly increased the number of human rights abuses around the
world (see Chapter 6). The government and the human rights commissions have expressed
concern that COVID-19 will lead to more human rights abuses in Canada as well.3%

These risks include;31°
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» an increased risk of domestic violence and abuse due to lockdown measures, especially
against women and children,

> an increased risk of harassment and stigma, especially against minority communities or
communities seen to be somehow associated with COVID-19,

» an increased hardship and risk of discrimination against vulnerable communities, including
people who are unemployed, people with disabilities, people with addictions, people who
are in jail, or elderly people,

» an increased risk of people using COVID-19 as an excuse to discriminate against
marginalized groups,

» an increased risk of discrimination in the workplace due to misinformation about COVID-19
(ex. getting fewer shifts because your employer mistakenly believes you are potential carrier
of COVID-19 or being punished by an employer for contracting COVID-19),

» an increased risk of discrimination in the workplace due to the need to take care of a family
member or dependant (ex. getting punished by an employer because you need to take time
off to care of someone affected by COVID-19).
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Chapter 8 | How to fight coronaracism and discrimination

What everyone can do to fight discrimination
» Respond to discriminatory comments and actions

If you hear someone saying something discriminatory, you can point out how their actions or
words harm groups who are already disadvantaged. Explain how discriminatory comments
reinforce inequalities and stigma in society. Only respond to discriminatory comments and
actions if it is safe. Do not respond to discrimination if it puts you or others at risk.

» Create distance®!

If you notice someone being discriminated against, you can sometimes defuse the situation by
creating distance. For example, if a co-worker is being harassed, you can suggest that everyone
step away and stop engaging. This can help you find a solution to the problem without letting the
issue escalate. Creating distance may also protect the person being harassed from further abuse.

» Support businesses tied to marginalized communities, even after the pandemic is over

The COVID-19 pandemic has led to major financial difficulties for some business owners,
especially if they are targeted by stigma and discrimination. You can help businesses linked to
marginalized communities by continuing to support them and encouraging your friends to
support them.

» Consider whether you are also responsible for discrimination

Discrimination is so widespread in our human society that many of us engage in it without
intending to. This can often be hard to detect. For example, we may accidentally use offensive
language or commit microaggressions (ex. staring, asking inappropriate questions, or treating
someone in a way that reinforces stereotypes). Paying attention to our own biases can help us
treat everyone with the same amount of respect.

» Adapt your language to avoid using words linked to discrimination

Words have power. The language we use can easily enforce negative stereotypes. For example,
calling COVID-19 “China virus” creates a misleading link between people of Chinese origin
around the world and COVID-19. Such behaviours can create stigmas around already
disadvantaged communities.

Likewise, we can avoid using words that create stigmas around people who are sick from
COVID-19. Instead of calling people “COVID victims,” we can say “Someone who contracted
COVID-19” or “Someone who is sick with COVID-19.”

» Learn more about Canadian and provincial human rights laws
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Canadian human rights laws (see Chapter 7) can protect us from acts of discrimination and
harassment. Any Canadian can file a human rights complaint if they are being treated unfairly
because of their race, sex, gender identity, and more.

» Learn more about systemic and historical discrimination in Canada

Canada can be a nice and safe place to live, but there is a long history of racism and
discrimination in this country. Many marginalized groups—including Indigenous people,
women, Black people, Asian people, Muslims, Jews, LGBT people, and people living in
poverty—nhave experienced discrimination in Canada for hundreds of years and continue to
experience discrimination today. Learning more about the experiences of marginalized groups in
Canada can help us get a more accurate picture of our society.

» Encourage the government to collect data and create targeted policies to address systemic
discrimination

Government actions are more effective if they are based on good data. Before the pandemic, the
government did not collect much health data based on race and other characteristics. But since
the pandemic began, the Canadian government and some provincial governments have begun
collecting some data based on race.?'? This data is essential for fighting systemic discrimination.
With accurate data, the government can create better policies for fighting discrimination and
unequal treatment in our society and healthcare systems.3:

How to fight discrimination on the internet

Because of the pandemic, most of us have been spending more time on the internet. The internet
has become the main place where discriminatory language and ideas are spreading. Here are
some ways to fight disinformation on the internet, especially social media.

» Only share reputable information about COVID-19

A lot of information available about COVID-19 is based on misleading ideas and disinformation
(see Chapters 1-5). Often, disinformation relies on discriminatory or racist stereotypes. Avoid
sharing this kind of information.

» Try to elevate marginalized voices

Historically, it has been much more difficult for marginalized groups to have their voices heard
than it has been for white Canadians. If possible, try to promote content created by marginalized
writers and content that addresses COVID-19 from the perspective of marginalized groups.

» Share content that acknowledges the link between COVID-19 and discrimination

Although COVID-19 affects everyone on earth, it has a much greater impact on marginalized
groups. Much content about COVID-19 is general (ex. Canada-wide statistics, global statistics).
This info is helpful, but COVID-19 statistics that do not acknowledge discrimination only
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provide part of the picture. Try to promote content that explains the ways COVID-19 is made
worse by discrimination.

» Report disinformation and racist content when you see it

Most social media platforms and news websites allow you to report information that you find
discriminatory or inaccurate. Once reported, the information is usually sent to editors or fact-
checkers.

» Support independent media and media that elevates marginalized voices

There are many media sources (newspapers, websites, podcasts, videos) that focus on reporting
the news or discussing current events from a marginalized perspective. For example, New
Canadian Media focuses on news related to newcomers to Canada, and Turtle Island News
reports on issues affecting Indigenous People.

What to do if you experience discrimination

Fighting discrimination is a responsibility of all Canadians. However, only some of us will
experience discrimination first-hand. Discrimination can happen once or it can last for months or
years. This can often be a difficult, troubling, or traumatizing experience. Here are some things
you can do if you experience discrimination.

> Recognize that racism and discrimination are real3!4

Discrimination can make you feel less than other people. It can also lead to anxiety and other
mental health issues. If you feel hurt by discrimination, it can be important to remember that
racism and discrimination are real problems in Canadian society and around the world. You have
a right to be seen and heard.

> Celebrate your community and reject ideas that criticize your values®®®

If you experience discrimination, it can be helpful to reach out to other people in your
community who experience a similar kind of discrimination. By coming together, sharing ideas,
and organizing culture and political events, marginalized communities in Canada can resist
discrimination and help lead us all into a better future.

> Look for resources from a community you identify with36

Many groups have organizations, committees, and cultural centres that promote their interests in
Canadian society. Cultural organizations can have educational and practical resources for helping
fight discrimination. They can also help you network with other people in your community.
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Chapter 9 | More resources

This is a list of organizations fighting discrimination and disinformation in Canada. Some of
these organizations have created resources and programming in response to COVID-19.

Human rights organizations
» Canadian Human Rights Commission (CHRC)

The CHRC can help you file a human rights complaint involving the federal government or a
federally regulated organization. Their website also contains information about human rights
laws in Canada.

Website: https://www.chrc-ccdp.gc.ca/eng

» Alberta Human Rights Commission (AHRC)

The AHRC can help you file a human rights complaint involving the provincial or municipal
government, organizations regulated by those governments, or private businesses and
organizations. Their website also contains information about human rights laws in Alberta.

Website: https://www.albertahumanrights.ab.ca/

Note: Most provinces have similar resources, such as http://www.manitobahumanrights.ca/v1/,
http://www.ohrc.on.ca/en, https://bchumanrights.ca/ and others

> Alberta Civil Liberties Research Centre (ACLRC)

ACLRC is a non-governmental, non-profit organization that researches civil rights and human
rights in Alberta. ACLRC raises awareness about human rights issues through podcasts, articles,
and more.

Website: http://www.aclrc.com/

» Canadian Civil Liberties Association (CCLA)

CCLA is a non-profit organization that advocates for civil liberties and constitutional rights
across Canada. CCLA shares educational resources and covers current events related to civil
rights.

Website: https://ccla.org/

Anti-discrimination organizations
» The Canadian Centre for Diversity and Inclusion (CCDI)

The CCDI works with individuals and organizations to fight discrimination and create a more
equitable Canada. Since the pandemic began, the CCDI has created resources about practicing
inclusive leadership during the pandemic.
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Website: https://ccdi.ca/resources/

» The Institute for Canadian Citizenship (ICC)

The ICC is a charity that promotes inclusion in Canadian society by creating programs and
educational resources about citizenship and discrimination. Since the beginning of the pandemic,
the ICC has created podcasts, blogs, and other resources addressing discrimination and media
literacy.

Website: https://www.inclusion.ca/our-covid-19-response/

» Canadian Race Relations Foundation (CRRF)

The CRRF is a government agency that does research and creates informational material related
to race relations in Canada. The CRRF’s goal is to fight systemic racism and individual acts of
discrimination.

Website: https://www.crrf-fcrr.ca/en/

Media literacy organizations
» Journalists for Human Rights (JHR)

JHR is a media organization that trains Canadian journalists to cover human rights issues
domestically and around the world. Since the beginning of the pandemic, JHR has been focusing
on training journalists to combat disinformation.

Website: https://jhr.ca/
» Apathy is Boring

Apathy is Boring is an organization that encourages young people to be active participants in
Canada’s democratic process. Since the beginning of the pandemic, they have been producing
educational material to promote media literacy and fight disinformation.

Website: https://www.apathyisboring.com/

> Historica Canada

Historica Canada creates educational resources about Canadian history and society. Since the
beginning of the pandemic, Historica Canada has focused on producing educational resources on
digital media literacy, especially as it relates to history and current events.

Website: www.historicacanada.ca

> MediaSmarts
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MediaSmarts is a not-for-profit organization that focuses on promoting digital and media literacy
among young people. MediaSmarts uses videos, games, and other interactive learning tools to
teach youth about staying safe and informed in a digital world.

Website: www.mediasmarts.ca

» Samara Centre for Democracy

The Samara Centre is a charity that produces research that can improve Canadian democracy.
Since the beginning of the pandemic, the Samara Centre has been focusing on producing
research on the nature of social media platforms.

Website: www.samaracanada.com

COVID-19 resources
» The World Health Organization (WHO)

The WHO is an international organization and is part of the United Nations. The WHO focuses
on global health issues. The WHO’s website is the world’s leading resource on COVID-19
information, including mortality rates, transmission, and the latest research findings on the virus.

Website: https://www.who.int/

» The Government of Canada

The Government of Canada’s website has the most up-to-date statistics and information on
COVID-19 as it relates to Canadians.

Website: https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-
infection

> Alberta Health Services

Alberta Health Services” website has the most up-to-date statistics and information on COVID-
19 as it relates to Albertans.

Website: https://www.albertahealthservices.ca/topics/Pagel16944.aspx
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